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Access Control

Secure Patient and Proprietary Data

Exceed HIPAA Compliance

HIPAA Security Regulations...Do you comply?

*Automatic Log-off — § 164.312(a)(2)(iii) Where this implementation specification is a reasonable and appropriate safeguard for a
covered entity, the covered entity must: “/mplement electronic procedures that terminate an electronic session after a predetermined
time of inactivity.”

*Person or Entity Authentication — § 164.312(d) This standard requires a covered entity to: “/mplement procedures to verify that a
person or entity seeking access to electronic protected health information is the one claimed.”

*Audit Controls — § 164.312(b) An entity is required to: “/mplement hardware, software, and/or procedural mechanisms that record and
examine activity in information systems that contain or use electronic protected health information.”

How Avert™ Access Control secures your electronic data?

The dual authentication endpoint security module is a stand-alone component to prevent unauthorized access to individual
workstations. Multiple modules seamlessly integrate with the access control central management appliance offering a dynamic solution
for enterprise-level demands.
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Avert™ Access Control specific components:

Access Control Endpoint Security Module

Once installed on the computer, RFID badges are assigned to
individual users and the user biometric signature is scanned.
Identification is captured, encrypted, assigned, and stored
along with the user badge information. When an active user
leaves the proximity range, the session is terminated and the
workstation locks. Upon return and authentication, the previous
screen reappears without interruption. If a different authorized
user approaches the workstation in the interim and
authenticates their presence with a authorized biometric
signature, the previous user is then logged out, and the
computer will log on the new user.

Access Control Central Management Appliance

As a stand-alone appliance, this component integrates each of
the workstations containing endpoint security modules into
one seamless solution providing your IT staff control over
user access. This server appliance stores all configuration
information including biometric signatures and RF proximity
badge data for each user on the Domain level and makes it
available anywhere on the network—as long as the workstation
is @ member of the domain and contains an access control
endpoint module. Event logs detailing workstation usage are
created, stored, and may be printed for management reporting
purposes.

*Reference: Department of Health & Human Services, “Security Standards: Technical Safeguards”, 5/2005: rev. 3/2007



Features and Benefits of Ave

™ Access Control

Easy Installation and Deployment

By utilizing the central management server, enterprise-wide
installation can easily be accomplished to set-up, activate, and
capture each user’s credentials within a matter of minutes
optimizing an efficient registration and deployment.

Improves Employee Productivity

Employees are no longer responsible for creating, managing and
maintaining passwords. Now, their focus remains on each task at
hand restoring time spent on password issues to productivity.

Enforces Corporate Protocol
Corporate protocol is enforced when employees no longer rely on
physical documentation to remember passwords.

Enterprise-Wide Universal Single-Sign On

Each authorized user’s biometric signature provides initial
workstation access as well as authorizing access for all subsequent
applications requiring credentials for entry.

Enhances Industry Compliance
Avert™ Access Control exceeds compliance with HIPAA,
HITECH, Sarbanes-Oxley Act, Gramm Leach Bliley Act, etc.

Non-Disruptive Radio Frequency
Avert™ Access Control operates on a non-disruptive MHz radio
frequency within any healthcare environment.

Non-Disruptive Updates

Automatically and effectively receive software updates and
periodic maintenance through the access control central
management server avoiding potential disruption to your
organization and unnecessary access to your internal data and
network infrastructure.

Reduces In-House IT Support Expenses

Help desk support calls are dramatically decreased.
Avert™ Access Control eliminates passwords from the user
experience, thus doing away with overhead associated with lost,
stolen or changing passwords.

Assists with Forensic Research

Because each users’ biometric signature is stored each and every
time an endpoint secured workstation is accessed, precise details
of each log-on event are recorded.

IT Administrative Controls

Through the Central Management Appliance, IT staff are afforded
the ability to enroll users, monitor activity, print event log reports,
grant or revoke privileges, configure groups and maintain access
control throughout the organization.

Multiple User Access Control
Avert ™ Access Control allows multiple doctors, nurses and/or
employees access control capabilities on each workstation module.
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are never left open and unsecure.

manages user sessions in real time.

Screenshot: Administrator Login Through Central

Crystal IT-Meeting the New Standard for AC?

AC? protocol dictates that an access control solution actively distinguish, in real time, the difference between a
user’s presence and absence at a terminal and locks the system based upon identifying that the user is away and the system is
unattended. This eliminates the risk of significant exposure by ensuring that unattended systems, their sessions and applications

There is a significant and distinct difference between AC? and past generation access control protocol. Most solutions only grant
access based upon credentials approved exclusively at initial logon without providing any further ongoing supervision to validate
and ensure authorized activity within the session. AC? compliant solutions consistently monitor the entire user session and actively
control access throughout that session, locking the system automatically and without user intervention should that user leave the
proximity of the system. This protocol presents a dynamic security layer that older, non-AC? solutions lack, which oversees and
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